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New released features — past year or so

* EUdataresidency
*  Enhanced Networking
* Additional availability zones: NYC, London
* Redundanttunnels with single IP
*  Hybrid SASE by default — smart split tunnel
* HTTP-base detection of trusted networks
- Enhanced Protections
* Integrated Check Point URL Filtering
* Wildcards in URL filtering
*  Malware protection for Linux
* Agentless RDP enhancements
*  Native RDP
*  Dynamic RDP - per user
* Harmony Browse integration
*  MSP supportin Infinity Portal
* Infinity Copilot integration

*  FQDN-based split tunnel for Linux
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Harmony SASE roadmap — as of Feb 2025

This roadmap reflects Check Point feature release

plan for Harmony SASE, as of February 2025.

The timelines and content may change and
should not be considered as a commitment.

In-cloud — site protection:

Network Security

Browser Security

SaaS$ out-of-band Security, via
API

Networking, Connectivity &
Scale

Cloud PoPs &
Data Residencies

PC Agent & Mobile App

Quantum & Smart-1
Integration

Logging, Monitoring &
Automation
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On-device protection:

Threat Emulation
Anti-bot
Application Control

GenAl “Ask” action
GenAl protection for MacOS

SaasS security integrated in SASE
management

New PoPs: Belgium, Austria

Unified mobile app with Harmony
Mobile

Threat prevention logs in Infinity
Events

Playblocks integration, predefined
playbooks

URL Filtering
Malware Protection
Anti Bot

Secure Browser for BYOD access

Data oversharing protection
Enhanced SSPM for MS365

Single IP per region

New PoPs: Switzerland, Taiwan
New Residencies: Australia, India

Improved anti-tampering
Transparent install for IA

* Threat Prevention exceptions
management

On-device protection:
e DLP
* Tenant restriction

* DLP via SaaS APIs

* Split tunneling for dynamic
services - using updateable
objects

* New PoP: Hong Kong

Phase 1:

* Unified IA policy

* ldentity sharing

* Streamlined tunnel setup

* Tunnel status monitoring
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Granular threat prevention policy

Browser extension integrated
with SASE agent and
management

GenAl- reports

Data security dashboard and
enhancements

Bandwidth enforcement
60K users per tenant
China premium connectivity

New PoPs: China x 2, New
Zealand, Quebec, Turkey

Agent localization

All'logs in Infinity Events



Incorporating Check Point’s network security

v NETWORK SECURITY ENGINES
On-device

enforcement
.|

Threat Emulation - sandbox

Threat Extraction - CDR ‘ S i
Anti Bot and URL reputation

DNS security user

URL filtering

Application Control

H
W e

DLP T

enforcement
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Incorporating Check Point’s network security

C HARMONY SASE PORTAL
v NETWORK SECURITY ENGINES
On-device  Single

enforcement i i
— security policy

* Threat Emulation - sandbox

+ Threat Extraction - CDR ‘ S i
* Anti Bot and URL reputation

* DNS security user

* URL filtering

* Application Control
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enforcement
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Incorporating Check Point’s network security

On-device
enforcement
.|

9

C — P,
user .
Connect via
cloud
cloud
enforcement

(m]n] Connect via

oot- cloud

ooz

office
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Direct connection
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Internet & SaaS

Private Apps
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Internet Access - Unified Policy

Option to restrict
‘Allow’ action

Action Source

© Allow &8 Marketing
© Allow &3 Legal, Finance
® Deny R, Any

Destination

/ (@ TikTok

Internet applications

— = Control

upload an(Eownload

(P Box

>

SaaS applications

= Social Media

i

Application categories

Restrictions

&, Unrestricted

1y Block upload: PlI, PCI
;'Block download: Any
& Block operations: Share

& Any

DLP data types

Operation control,
per application

Unified policy for Internet Access and Inline CASB

URL Filtering | Application Control | DLP
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Integrating Check Point DLP

- Hundreds of predefined data-types

- Versatile data-types:
« Tags from Microsoft Information Protection
* Regexp
« Dictionary
- OCR
 File attributes
+ Template
« Al (new)

- Custom data-types
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< DLP Data Type Manager

#* New = Geography: Select.. = Regulation: Sefect.. x

Data Type Name V

~ Predefined Data Types

Ethnicity

Euro Banknote Serial Number

Europe IBAN

Executable File

FDA Drug Application Forms

FDA Form 1571 - Application of a New Investigational Drug
FDA Form 1572 - Investigator Statement
FDA Form 3331 - Reporting of Drug Threats
FDA Form 356h - Application of a New Drug
FERPA - Confidential Educational Records
Faroe Islands IBAN

FedEx Express Tracking Number

FedEx Ground Barcode

Financial Jargon

Financial Report Terms

Financial Report Terms - Unique

Financial Terms

Finland Bank Account Numbers

W Discard [ save Last update 10 Jun 2024 10:47 AM

Q 250items ¥

4 Addtogroup ~ [l Duplicate / Edit

FDA Form 3331 - Reporting of Drug Threats

Date modified

2/22/2023, 5:23:56 PM

cription

Matches data containing a submitted application of NDA-Field Alert Report, based on form 3331 of the Food and Drug Administration (FDA). This
form is used for reporting on drug products that pose potential safety threats; may indicate loss of sensitive information.

Tags

Regulation: FDA Geography: Global Health

Type

& Template

Where used

Mo rules associated yet

Groups

Data type not associated to any group yet
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Integrating Advanced Threat Prevention to SASE

THREATCLNUD.

Prevent evasive zero-day malware Content Disarm & Reconstruction (CDR) Prevent malicious web components & file downloads
» Launch files in Check Point cloud sandbox + Sanitize documents before delivery to the user + Scan 100% of web traffic with AV engine
» Deep behavioral monitoring within the sandbox OS * Removes scrips, macros, embedded objects » Block malicious HTMLs, javascript, downloads. ...

+ Identify evasive malware with ThreatCloud Al engines » Option to convert to PDF * Realtime inline protection
TR - T
Prevent zero-day phishing websites Identify and Prevent DNS-based attacks Block malicious URLs and bot activity

* Analyzes rendered websites in user’s browser * DNS tunnelling * URL reputation enforcement
+ Monitor domain, texts, visuals « Domain Generation Algorithms (DGA) * Malware Command & Control communications
* Analyze with Al engines * Malicious domains
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Granular Threat Prevention policy

Harmony SASE
er 81

s SomeName Dima Kord
perin

Ingram Micro Inc. v . .
Threat Prevention Profiles

trol how data flows between your netwol k resources, members and groups Learn more v R bl -
— o [Ceme] Out of the box policy

_ optimized for high efficacy
[E Dashboard Default Profiles R
and excellent user experience
Profile Name Protections Action

Recommended

P re'CO nfigu re d p rofi I es & By: System Threat Emulation, Threat Extraction +2 Medium Risk  Hinh Risk
Threat Prevention Policy

~+ Add New Rule
B Strict Control how data flows between your network resources, members and groups Learn more ~
=

Zero Phishing, Anti-Bot, IPS

By: System
Products
= Secure Access v Search by rule name Q = Add Filter
Custom Profiles

@ Secure Internet v

. N Profile Name Practice Type A .
N eW A Threat Prevention v .. _

All Policies (5) & |2

Sect I O n Foliles Test Profile Threat Emulation

By: Dima Kordun Date: Jan 28, 2024

Profiles
# Name Source Destination Profile Enable Logs
EXCEF]UOHS
1 All Users 10 sales Team +4 9 54172600 +2 = Optimized (:) v
2 Allow Redis & Any ) Any = Strict
3 Data Center and US Protection & Internal Tel Aviv +2 9 192168141.0/24 +3 None ()
4 Recommended Protections 8 Design Team +2 & External Contractors +8 A Optimized ()
5 Access to CheckPoint & Checkpoint-il +2 @ internal.perimeter8l... +2 = Strict
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Collaborative Security - ThreatCloud Al

Al Is all about your data

THREATCLOUD.

» 50+ Al engines O
» 40+ traditional algorithm engines
» Dozens of intelligence feeds
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Big data threat intelligence:
2,800,000,000

Websites and files inspected

146,000,000

Full content emails

53,000,000 Counted

File emulations

20,000,000 DA I LYI

Potential 10T devices

2,600,000

Malicious indicators

1,500,000

Newly installed mobile apps

1,200,000

Online web forms
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Zero-Day Prevention: Threat Extraction + Threat Emulation

Sanitized files delivered
in under 1.5 seconds

o %% -------------- \.

Threat Extraction

% % A=h CDR S
) ---- N e >
File : :'

download |

Original file scanned in Threat Emulation Delivered upon request
the background sandbox only if deemed benign
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Custom loCs Enforcement
SASE Integration with Check Point XDR

- Customer’s private threat intelligence enforced by SASE threat prevention

- Indicators of Compromise (IoCs) managed in Check Point XDR app
* |0OC types: IP addresses, File hashes, Domains, URLs
* Incorporate private I0OC feeds
« Applied to all Check Point products, including SASE

L] CHECK POINT -
<& Infinity XDR/XPR 2" cp-alidemo ~

@ EFvents E Default Feed h“::;; ol Low
Active Confidence
&y intetigence
v@emEment L etk a ‘o0
0
Ne managemen E Active
Legacy loC management
v [ Pol
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Our Vision for Total Network Security

Integrating Harmony SASE with Quantum Gateways

Simple Unified Shared Optimized
Set-Up Policy ldentity Connectivity

Cloud
Backbone

W o

&

SASE Agent Quantum Gateway . Quantum Gateway - CloudGuard Gateway
with/without Quantum SD-WAN
58888858 1 P
Users Branch Data Center Public Cloud

°
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