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Security is a defining challenge of our time



Sophistication, speed, and scale
of cyber attacks are increasing

Password attacks Threat actors tracked
per month by Microsoft




Operational complexity is also increasing

28%
k J 4M
Organizations Open Business leaders concerned
use an average jobs worldwide about data or IP loss due
of 80 security tools to improper use of Al

Source: Microsoft Source: (ISC)? Source: IDC



Cybercrime today equals the 3rd largest
economy in the world and growing fast

Annual GDP

$27T

$17.8T

$8T

. $4.4T $4.2T

GDP annual growth rate

15%

USA China Cybercrime Germany Japan

Source: Statistica

6.3%
(0)
1% 4.9%

Cybercrime India China USA

Source: Statistica



Attackers have an asymmetric advantage

o
!
Ever-expanding
attack surface
1in3 open Use of Al Defenders

cybersecurity jobs by attackers
Growing number of Fragmented
threat groups security tools

Attackers



Threat Actor Techniques and Costs

Exploit kits:
Price: $1,400
per month

— Highest average price

Zero-days:

Price: $5,000 to $350,000 Ransomware:

More details at https://aka.ms/CISOWorkshop

Price: $66 upfront or
30% of the profit
(affiliate model)

Loads (compromised device):

Price: PC - $0.13 to $0.89
Mobile - $0.82 to $2.78

Attackers

Breaching services on
a per job basis:

Price range: $250 or
much more

Compromised accounts:
Price: $150 for 400M
Averages $0.97 per 1,000

Denial of Service:
Price: $766.67 per month

Spearphishing services:
Price: $100 to $1,000 per
successful account take over

The top 10 most common passwords list in 2024:

8. 12345678
9. 7111

10. 12345678350

Most Common Passwords 2024 - Is Yours on the List? | CyberNews, based on
15.212 B from publicly leaked data breaches; last accessed on May 22n , 2024



https://aka.ms/CISOWorkshop
https://cybernews.com/best-password-managers/most-common-passwords/

The State Of 20-90% 70% Human-operated

ransomware attacks

Cy b e rc rl m e compromises originate through Of Organizations are Up more than

usimEnage evioes encountering human- o
operated ransomware ZOO /O
A return on mitigation (ROM) had fewer than

Key developments framework s helpful for 500 employees.

prioritization and may highlight
actions requiring low effort

of all successful ransomware

or resources but that have a

high impact. a

Password based
attacks spiked
in 2023

Last year marked a
significant shift in
cybercriminal tactics

with threat actors exploiting cloud computing resources such

as virtual machines to launch DDoS attacks. When hundreds

of millions of requests per second originating from tens of
thousands of devices constitute an attack, the cloud is our best
defense, due to the scale needed to mitigate the largest attacks.

Source:
Chapter 2 — The State of Cybercrime


https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

Local Quantitative Situation in Switzerland (Az Subs)

Secure Score

Average of Score

370

100%

Partnersubsidiary Count of SubscriptionGuid

Switzerland 784935
Total 78498

Count of SubscriptionGuid by MFA Recommendation
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PartnerSubsidiary Count of SubscriptionGuid

Switzerland 4362
Total 4862

Count of SubscriptionGuid by MFA Recommendation

o
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Automatic CA policies enforced by Microsoft

. Automatic Conditlonal Policy Who it’s for What it does
Access policies in Microsoft

Require multifactor All customers This policy covers privileged
: : . authentication for admin roles and requires
E n t ra St rea m | I n e I d e n t I ty admin portals multifactor authentication when

protection | Microsoft e
Security Blog

Require multifactor ~ Existing per-user  This policy applies to users with
authentication for multifactor per-user multifactor

per-user multifactor authentication authentication and requires
authentication users customers multifactor authentication for all

- Those policies can be coud apps. It helps

organizations transition to

tu rn ed Off afte r Conditional Access.

p rOVi S i O n i n gl b Ut h i g h Iy Require multifactor ~ Microsoft EntraID  This policy covers all users and
reco m me nd ed tO kee p authentication for Premium Plan 2 requires multifactor

high-risk sign-ins customers authentication and

I reauthentication during high-
them!

risk sign-ins.



https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/

Data and threat intelligence

Microsoft has more insight into attacker behaviors than anyone

10K

Security and threat
intelligence experts

100T+

Signals synthesized
per day

™

Microsoft
Security customers

15K

Partners




Integrating 50+ product categories
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True end-to-end protection
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* Risk-based adaptive policies

Entra ID Plan 1 « Seamless experience for any user
Identity and access management * Unified identity management and
across your digital landscape access to any app

« Simpler identity and access lifecycle

Defender for « Secure all clouds, all platforms

KM U Hero O Business * Get leading integrated protection

« Deliver rapid, intelligent response
Stop threats across your
WO I‘klOadS entire organization

« Manage your identities even more
Intune Plan 1 for granularly

BUSineSS » Manage devices and secure them

State of the art MDM and MAM to * App security, deployment and
secure endpoints updates
» Self-Service and simplified user
experience

) 20




Why is defense so difficult today?

Typical human-operated ransomware campaign

Email Endpoints
o Brute force
Phishing u
. account or use
mail
Open stolen account
IZI attachment credentials

\G)'Ck a URL \

Browse to
a website

—— | > Q — Q — A — b

User account
is compromised

Identities

Attacker collects
reconnaissance and
configuration data

Attacker
compromises
a privileged
account

AN
Exploitation Command
N‘d installation and control

Cloud apps

Attacker
exfiltrates
sensitive data

Workloads

Domain
compromised

& — &

Services stopped  Files encrypted
and backups on additional
deleted hosts



What is Microsoft 365 Business Premium

Securing each & every layer of productivity seamlessly

Microsoft 365 Business Premium

Identity Security Device Security Application Security Email Security Document Security

User Device Application Email Document

o v — & — im —
A

Pro
* Entra ID Features like MFA * Microsoft Defender AV » Restrict copy/paste/save » Advanced Threat Protection * Azure Information Protection
« Self Service Password Reset + Full Centralized Management of corp data to personal apps for protection against malware protects, cIa55|f|es Documents
bil d i . - and zero day attacks for secure sharing

. Conditional Access Mobile and Laptops with Intune * Accessing sensitive apps _

. Remote wine of data of lost & securely (Windows Virtual » Data Loss Prevention to » Revoke access to Documents

P Desktop) monitor sensitive data from ”
stolen devices » Track Sensitive documents

being transmitted

* BitLocker Encryption e Email restrictions like "Do Not

* Enforce Strong Pin requirements Forward” or “Encrypt Email”
along with WiFi, VPN profiles



Microsoft Defender for Business
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Threat & Attack Next Endpoint Auto
vulnerability surface generation detection & investigation
management reduction protection response & remediation

1 |
|

Simplified onboarding & administration

APIS & integration

Microsoft Defender for Endpoint

Threats are no match.

Next
Senlmr Experts

Vulneubﬂity Atudx wﬂn ‘, i dmmon Auto investigation
& remediation

44

Centralized configuration & administration

©

APIs & integration



Microsoft 365 Lighthouse with Defender for Business
and Microsoft Business Premium

View security incidents, alerts and devices from Defender for Business in the dashboard and get the detail
from the Incidents queue*. Additional security management capabilities are constantly added.

e n vy s

12 active threats detected 34 users flagged for risk 221 active incidents

on 7 devices among 123 detected among 123
tenants . tenants

1,080 of 9,000 devices are

Image 1: Security incident summary on the Home dashboard Image 2: Incident queue highlighting security incidents and alert details



Attack disruption at machine speed

XDR-level intelligence and Al automatically disrupt even the most advanced attacks

Leaves the SOC team in
full control of investigating
and remediating

& Multl-stage Incident
L involving Privilece A
encalation inchuding Q

Rarsomware on multiple

endpoints reported by
musdtiple sources

= o e AI-powered
automation Reduces the overall cost and
disrupts lateral limits the impact of an attack
T by stopping lateral movement
Classification Attack disruption
Correlates signals Classify attack Automatically isolates
from multiple scenario and identify infected devices and
sources into a single, assets controlled suspends compromised

high-confidence incident by the attacker accounts in real-time



Ildentity protection is your first line of defense

/
) Company /
X
/\ \._ resources
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Microsoft Intune

Modern endpoint management powered by
the Microsoft Cloud

Simplify endpoint management

Cut cost and complexity by shifting to the cloud,
unifying endpoint management and security tools in
one place.

Fortify Zero Trust security

Mitigate threats and improve compliance across all
devices by protecting users, devices, apps, and data.

Increase satisfaction

Proactively manage better user experiences while
driving operational efficiency with data science and
automation.

Microsoft Intune

X @)

Co-managed Cloud-managed

- H € os i )

Corporately Unenrolled

owned and BYO

Core and advanced
endpoint management

Integration with Security Copilot
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Microsoft 365 Business Premium

July 2023

m365Smaps.com

Enterprise Mobility + Security

Windows Pro

Activity
Reports

eDiscavery
(standard)

Microsof
3585 Mobile
App

Power
Automate for
Offica 365

Adoption
Score

finefing
Email

Exchange
Online
Archiving

Microsof
Dataverse
for Teams

Microsoft
Whiteboard

Power Virtual
Agenis for
Teams

Viva
Connections

Adert
Policies

Compliance
Manager

Exchango
OnSne
Plan 1

Microsoft
Forms

Ofice
for the Web
{incl Visio)

Project &
Roadmap

View Access

L
Conteroncing
(tree add-an)

Content
Search

Information
Protecton
for M365

Microsoft
Lists

CopDrive for
Business
Plan ¥

Secure
Score

Viva Insigivs
Porsonal
(basic)

Basic
Mobility &
Socurity

Audit

{standardg)

Dolender for
Office 365
Fan1

Dats Loss
Prevention

Microso#t
366 Apps for
Business
ity BTA)

Mossage
Encryption
{basic)

Microsoft
Teams

Microsoft
Search

Power Apps

SharePoint
QOnline
Plan 1

Stream for
Office 368

Vivs
Learning
{basic)

Webénars

Multi-Factor
Auth (MEA)

Service
Level
Agreement

App Proxy,
Including
PingAccoss

Conditional
Cess

Cloud App
Discovery

Entra 10
Connect
Health

Enterprise
State
Roaming

Dynamic
Groups
Password
Protecton

Shared
Accoumt
Password
Rod.Over

Selt-Service
Fassword
Reset in AD

Seil-Service
Group
Managemant

Singts-Sign-
Ont to other
Saes

Temporary

SM9 Sign-in Access Pass

3rd Party
MFA
Integration

Entra ID Plan 1

Information

Custom
Securtty
Attributes

Micrasoft
Montity
Managur

Soll-Service
Activity
Reports

Torms of
Use

Application
Control

Application
Guard

Boot

Windows
Hello for
Businsss

Detender
Antivirus

BitLocker to

Go

Domain Join

Universal
Pt

Windows
mformation
Protection
{retiring)

Windows
Concdtional
AccRRn

24 monina
support for
Windows 11

Windows
Update for
Business

Microsolt 365 Business Premium includes Windows Pro
upgrade from earlier Pro versions + Universal Print

Block m
First Sight

Automated
Investigations

Cross-
Plattorm
Support

Endpoint
Detection &
Response

Mobile
Threat
Defence

Enhanced
ASR

Next Gen
Protection

Yamper
Protection

Vulnersbiiity
Managemen!
(com)

Threat
Anatytics

Web Content
Flltering

Defender for Business

Source: Home | M365 Maps
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https://m365maps.com/

End-to-end protection with generative Al
is a force multiplier

End-to-end Generative Al
protection

Powered by 78T signals
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Copilot for Security

< |Ask anything about security




Microsoft tips the scale in favor of defenders

Large-scale data End-to-end
and threat intel protection
Attackers
Best-in-class Integrated
Best-in-suite generative Al

Defenders



Microsoft — a Leader in three Gartner® Magic Quadrant™ reports

Gartner® Magic Quadrant™ Gartner® Magic Quadrant™
for Endpoint Protection for Security Information and
Platforms Event Management

Gartner® Magic Quadrant™
for Access Management



Microsoft — a leader in nine Forrester Wave™ re

THE FORRESTER WAVE ‘TO-FFD.F'»“.(ST

THE FORRESTER VOXVE THE FORRESTER WAVE THE FORRESTER WAVE



https://reprints2.forrester.com/#/assets/2/108/RES176400/report
https://reprints2.forrester.com/#/assets/2/108/RES176400/report
https://reprints2.forrester.com/#/assets/2/108/RES176332/report
https://reprints2.forrester.com/#/assets/2/108/RES176332/report
https://reprints2.forrester.com/#/assets/2/108/RES178496/report
https://reprints2.forrester.com/#/assets/2/108/RES176427/report
https://reprints2.forrester.com/#/assets/2/108/RES178491/report
https://reprints2.forrester.com/#/assets/2/108/RES178491/report
https://reprints2.forrester.com/#/assets/2/108/RES178465/report
https://reprints2.forrester.com/#/assets/2/108/RES179872/report
https://reprints2.forrester.com/#/assets/2/108/RES178486/report
https://reprints2.forrester.com/#/assets/2/108/RES178467/report

= Microsoft Security

Welcome to the new era of security.

Thank you



In Person

Modern SecOps using Microsoft Sentinel and
Copilot for Security

When: Monday, June 03, 2024, 9:00 AM - 4:50 PM
Where: Microsoft Office, The Circle 02, Zirich-Airport



https://msevents.microsoft.com/event?id=1614734208
https://msevents.microsoft.com/event?id=1614734208
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