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Security is a defining challenge of our time



Sophistication, speed, and scale

of cyber attacks are increasing 

Source: Microsoft
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Operational complexity is also increasing

80
Organizations 

use an average 

of 80 security tools

Source: Microsoft

4M

Open 

jobs worldwide

Source: (ISC)2

28%

Business leaders concerned 

about data or IP loss due 

to improper use of AI

Source: IDC



Cybercrime today equals the 3rd largest 

economy in the world and growing fast 

Annual GDP

Source: Statistica
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Defenders

Attackers

Attackers have an asymmetric advantage 

Use of AI 
by attackers

Growing number of 
threat groups

1 in 3 open
cybersecurity jobs

Fragmented
security tools

Ever-expanding 
attack surface



Threat Actor Techniques and Costs

Ransomware: 

Price: $66 upfront or

30% of the profit

(affiliate model)

More details at https://aka.ms/CISOWorkshop

Zero-days: 

Price: $5,000 to $350,000

Breaching services on 

a per job basis: 

Price range: $250 or  

much more

Exploit kits: 

Price: $1,400 

per month

Loads (compromised device): 

Price: PC - $0.13 to $0.89

Mobile - $0.82 to $2.78

Spearphishing services: 

Price: $100 to $1,000 per 

successful account take over 

Compromised accounts: 

Price: $150 for 400M            

Averages $0.97 per 1,000

Denial of Service: 

Price: $766.67 per month

Attackers

Highest average price

Most Common Passwords 2024 - Is Yours on the List? | CyberNews, based on 

15.212 B from publicly leaked data breaches; last accessed on May 22nd , 2024

https://aka.ms/CISOWorkshop
https://cybernews.com/best-password-managers/most-common-passwords/


The State of 
Cybercrime

Key developments

Chapter 2 – The State of Cybercrime

Source: Microsoft Digital Defense Report 2023 (MDDR)

https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023


Local Quantitative Situation in Switzerland (Az Subs)

Secure Score



Automatic CA policies enforced by Microsoft 

 Automatic Conditional 

Access policies in Microsoft 

Entra streamline identity 

protection | Microsoft 

Security Blog

 Those policies can be 

turned off after 

provisioning, but highly 

recommended to keep 

them!

https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/
https://www.microsoft.com/en-us/security/blog/2023/11/06/automatic-conditional-access-policies-in-microsoft-entra-streamline-identity-protection/


Data and threat intelligence
Microsoft has more insight into attacker behaviors than anyone

100T+
Signals synthesized 

per day

1M
Microsoft 

Security customers

10K
Security and threat 

intelligence experts

15K
Partners



Integrating 50+ product categories

T
h

re
a
t

P
ro

te
ct

io
n

&
C
lo

ud
Secu

rity Data Security, C
o
m

p
lian

ce
&

P
riv

a
c

y

Identity & Management



True end-to-end protection

Multicloud Multiplatform

Microsoft Purview
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Portfolio overview
Six product families integrating 

over 50 product categories 

Microsoft 
Defender

Microsoft
Sentinel

Microsoft 
Purview

Microsoft 
Intune

Microsoft
Entra

Multi-cloud

Multi-platform
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Priva
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KMU Hero 

Workloads

Entra ID Plan 1
Identity and access management 

across your digital landscape

Risk-based adaptive policies

Seamless experience for any user

Unified identity management and 

access to any app

Simpler identity and access lifecycle

Intune Plan 1 for 

Business
State of the art MDM and MAM to 

secure endpoints

Manage your identities even more 

granularly 

Manage devices and secure them

App security, deployment and 

updates

Self-Service and simplified user 

experience

Defender for 

Business
Stop threats across your 

entire organization

Secure all clouds, all platforms

Get leading integrated protection

Deliver rapid, intelligent response



Why is defense so difficult today?
Typical human-operated ransomware campaign

Email Endpoints Identities Cloud apps Workloads

Phishing

mail
Open

attachment

Click a URL 

Browse to

a website

Exploitation

and installation

Command

and control 

Brute force 

account or use 

stolen account 

credentials

Attacker collects

reconnaissance and

configuration data

User account 

is compromised

Attacker 

compromises

a privileged 

account

Domain 

compromised

Attacker 

exfiltrates 

sensitive data

Services stopped 

and backups 

deleted

Files encrypted 

on additional 

hosts



Entra ID Features like MFA

Self Service Password Reset

Conditional Access

Microsoft Defender AV

Full Centralized Management of 
Mobile and Laptops with Intune

Remote wipe of data of lost & 
stolen devices

BitLocker Encryption

Enforce Strong Pin requirements 
along with WiFi, VPN profiles

Restrict copy/paste/save 
corp data to personal apps

Accessing sensitive apps 
securely (Windows Virtual 
Desktop)

Advanced Threat Protection 
for protection against malware 
and zero day attacks

Data Loss Prevention to 
monitor sensitive data from 
being transmitted

Email restrictions like “Do Not 
Forward” or “Encrypt Email”

Azure Information Protection 
protects, classifies Documents 
for secure sharing

Revoke access to Documents

Track Sensitive documents

Identity Security Device Security Application Security Email Security Document Security

Microsoft 365 Business Premium

Securing each & every layer of productivity seamlessly

What is Microsoft 365 Business Premium

User Device Application Email Document

11/10 

Pro





Microsoft 365 Lighthouse with Defender for Business 

and Microsoft Business Premium

View security incidents, alerts and devices from Defender for Business in the dashboard and get the detail 

from the Incidents queue*. Additional security management capabilities are constantly added.

Image 1: Security incident summary on the Home dashboard Image 2: Incident queue highlighting security incidents and alert details



Attack disruption at machine speed 
XDR-level intelligence and AI automatically disrupt even the most advanced attacks

Detection

Correlates signals 

from multiple 

sources into a single, 

high-confidence incident

Classification

Classify attack

scenario and identify

assets controlled 

by the attacker

Attack disruption

Automatically isolates 

infected devices and 

suspends compromised 

accounts in real-time

AI-powered 

automation 

disrupts lateral 

movement

Leaves the SOC team in 

full control of investigating 

and remediating

Reduces the overall cost and 

limits the impact of an attack 

by stopping lateral movement



Identity protection is your first line of defense

Company 

resources

Identity system



Microsoft Intune
Modern endpoint management powered by 

the Microsoft Cloud

Simplify endpoint management

Cut cost and complexity by shifting to the cloud, 

unifying endpoint management and security tools in 

one place.

Fortify Zero Trust security

Mitigate threats and improve compliance across all 

devices by protecting users, devices, apps, and data.

Increase satisfaction

Proactively manage better user experiences while 

driving operational efficiency with data science and 

automation.

Core and advanced 

endpoint management

Unenrolled  

and BYO

Corporately 

owned

Cloud-managedCo-managed

Microsoft Intune

Integration with Security Copilot



Source: Home | M365 Maps

https://m365maps.com/


End-to-end 
protection

Generative AI

Powered by 78T signals

End-to-end protection with generative AI

is a force multiplier



Microsoft Copilot for Security - Video



Attackers

Defenders

Microsoft tips the scale in favor of defenders

End-to-end
protection

Best-in-class
Best-in-suite

Large-scale data
and threat intel

Integrated
generative AI



Microsoft – a Leader in three Gartner® Magic Quadrant  reports

Gartner® Magic Quadrant  

for Access Management

Gartner® Magic Quadrant  

for Endpoint Protection 

Platforms 

Gartner® Magic Quadrant  

for Security Information and 

Event Management

Gartner and Magic Quadrant are registered trademarks and service marks of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. All rights reserved

Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as 

statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose

These graphics were published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Microsoft

Gartner Magic Quadrant for Access Management, Henrique Teixeira | Abhyuday Data | Nathan Harris | Robertson Pimentel, 16 November 2023. 

Gartner Magic Quadrant for Endpoint Protection Platforms, Peter Firstbrook | Chris Silva, 31 December 2022.

Gartner Magic Quadrant for Security Information and Event Management, Pete Shoard | Andrew Davies | Mitchell Schneider, 10 October 2022.



Microsoft – a leader in nine Forrester Wave  reports 

The Forrester Wave  is copyrighted by Forrester Research, Inc. Forrester and 

Forrester Wave  are trademarks of Forrester Research, Inc. The Forrester 

Wave  is a graphical representation of Forrester’s call on a market and is 

plotted using a detailed spreadsheet with exposed scores, weightings, and 

comments. Forrester does not endorse any vendor, product, or service depicted 

in the Forrester Wave . Information is based on best available resources. 

Opinions reflect judgment at the time and are subject to change.

The Forrester New Wave : Extended Detection and 

Response (XDR), Q4 2021, Allie Mellen, October 2021.

The Forrester Wave : Endpoint Detection and Response 

Providers, Q2 2022, Allie Mellen, April 2022.

The Forrester Wave : Enterprise Email Security, Q3 2023 

Jess Burn, Joseph Blankenship, June 2023.

The Forrester Wave : Security Analytics Platforms, Q4 

2022, Allie Mellen, Joseph Blankenship, December 2022.

The Forrester Wave : Infrastructure-As-A-Service 

Platform Native Security, Q2 2023, Andras Cser, May 

2023.

The Forrester Wave : Data Security Platforms, Q1 2023 

Heidi Shey, March 2023.

The Forrester Wave : Zero Trust Platform Providers, Q3 

2023 Carlos Rivera, Heath Mullins, September 2023.

The Forrester Wave : Endpoint Security, Q4 2023 Paddy 

Harrington, October 2023.

The Forrester Wave : Unified Endpoint Management, Q4 

2023 Andrew Hewitt, November 2023.

https://reprints2.forrester.com/#/assets/2/108/RES176400/report
https://reprints2.forrester.com/#/assets/2/108/RES176400/report
https://reprints2.forrester.com/#/assets/2/108/RES176332/report
https://reprints2.forrester.com/#/assets/2/108/RES176332/report
https://reprints2.forrester.com/#/assets/2/108/RES178496/report
https://reprints2.forrester.com/#/assets/2/108/RES176427/report
https://reprints2.forrester.com/#/assets/2/108/RES178491/report
https://reprints2.forrester.com/#/assets/2/108/RES178491/report
https://reprints2.forrester.com/#/assets/2/108/RES178465/report
https://reprints2.forrester.com/#/assets/2/108/RES179872/report
https://reprints2.forrester.com/#/assets/2/108/RES178486/report
https://reprints2.forrester.com/#/assets/2/108/RES178467/report


Welcome to the new era of security. 

Thank you



Microsoft Events - Modern SecOps using 

Microsoft Sentinel and Copilot for Security

https://msevents.microsoft.com/event?id=1614734208
https://msevents.microsoft.com/event?id=1614734208
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