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Most Cyber Secure

Which countries are the least cyber-safe in the world?

- o = Denmark 75
Safe Safe u Sweden 74
2 = = Norway 73

' = Finland 71

Map: Comparitech + Source: Kaspersky, ITU * Get the data * Created with Datawrapper

https://www.comparitech.com/blog/vpn-privacy/cybersecurity-by-country/
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ENISA Threat Landscape 2024 Incident types

] DDOS 41% Figure 2: Breakdown of analysed incidents by threat type (July 2023 till June 2024)
" RANSOMWARE 25% e BT
= Social Engineering soxememgyis ‘ - s

— Al tools for cyber criminals:

Threat actors used tools such as

FraudGPT and large language Secimosoae

models to co-author scam emails o -
.:':: TTTTT 14
@ZERD DAY

RANSOMWARE 2599 (25.79%) —

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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IBM Ponemon Cost of a data breach 2024
Initial Attack Vector

Cost and frequency of a data breach by initial attack vector

$5.2
Business email
$5.0 (o] compromise, 4.88 Phishing, 4.88
Malicious insider, 4.99 (o] Fo)
$4.8 o
© Stolen or compromised
Social engineering, 4.77 credentials, 4.81
$4.6 Unknown zero-day
vulnerability, 4.46
Known unpatched O
$4.4 vulnerability, 4.33
O Accidental data loss and lost or stolen device, 4.28
$4.2 O Physical security compromise, 4,19
(o] Cloud misconfiguration, 3.98
$4.ﬂ System error, 4.07
0]
$3.8
4% 6% 8% 10% 12% 14% 16% 18%
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Cost of a Data Breach ‘24

Global average total cost e ot el
; $5.0
| ]
Accord ng to 2024 Cost of a Data Breach Report Factors that increased the average breach cost >
Average Is $4.89M %
) $4.5
- 0
Nearly 10% increase Security system complexity +256,529
; $4.0 Security skills shortage [ERCEEIERE
— Could be as high as $10M 3
- Source:2024 Cost of a Data Breach https://www.ibm.com/reports/data-breach Third-party breach +240,599
839 Noncompliance with regulations  [REEETRNNES
Migration to the cloud [REE=IEEE
$3.0
" There are factors that reduce costs of data Supply chain breach  [ERPPRREL:
breaCheS $2.5 IoT or OT environment impacted +218,500
g 24
Remote workforce +185,862
Figure 1. Measured in U
Er
® There are factors that increase costs too Figure 26. Cost difference from USD 4.88M breach average;
measured in USD
HGSFIitﬂ."'.f [ I
Gen Al security tool
Retai
Data security and
Public secto protection software
Board-level oversight
00 511.00
CIS0 appointed
W 2023 202

Managed security
service provider (MSSF)

Figure 4. Measure

6 ©2024 RSA Security LLC or its affiliates. All rights reserved. CONFIDENTIAL Figure 25. Cost difference from USD 4.88M breach average; ( b/\
measured in USD
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NIS2: Impact on
ldentity Security
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NIS2 Overview

Achieve a high common level of cybersecurity
Union, with a view to improving the functioning
Adoption 17 October 2024

Member states must provide Strategy in Janu

rnal et.
Y

Components are

« Single Points of Contacts / Cybersecurity Incident Response teams
« Expanded Entities

* Reporting Incidents
« Supervisory and Enforcement
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. . _ | MINISTRY OF TRANSPORT
Finnish SPoC: AND COMMUNICATIONS

= NIS2 directive

" Finnish Trans
- OCT10
« Suomen ky

— OCT17 trans
website

— OCT28 Tran
« 2016 docu

024-2035
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NIS vs NIS2 Applicable Entities

NIS & NIS2 Entities NIS2 Entities

A

Food

[--- |
() _ .
% .}: } Manufacturing
Public Electronic Communication
Network or Services
h -=m ,
m — ] Chemical
Digital Service Provider Postal & Courier

I =5

Research Waste Management

r&

=

0

0

NIS2 Important Entities
Annex2
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ENISA Threat Landscape 2024 Targeted Sectors

Figure 6 Targeted sectors per number of incidents (July 2023 - June 2024)

Top 3 are:

1. Public Administration 19%
2. Transportation 11%

3. Banking 9%

All the areas align with NIS2 ... ~

081K (8%)

BUSINESS SERVICES

EEEEE

0.9 (9%) DRINKING WATER
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NIS2 Section 23: Reporting

= Awareness of significant incident;
— Report to Competent Authority or SPOC

— 24 hours incident suspected of being a
malicious act, unlawful or has cross border
impacts

— 72 hours update including

- Initial assessment includes severity,
iImpact, indicators of compromise,

— CSIRT or Competent Authority can request
updates

— Final report 1 month after 72 hour

- Detalled description including severity,
impact,

* Type of threat or root cause
 Cross border impact

12 RSA




NIS2 Section 21: Risk Management Measures

= 17 October 2024, the Commission shall adopt
implementing acts

= Policy on Risk analysis and Information Systems
= Incident handling

= Business Continuity

= Supply Chain Security

= Security in Network and Information systems
acquisition, development, maintenance, vulnerability
handling

= Assessing effectiveness of processes and procedures
= Basic cyber hygiene and training
= Use of cryptography

= Use of multi-factor authentication or continuous
authentication solutions, secured voice, video and text
communications and secured emergency
communication systems within the entity

= Human resources security, access control policies and
asset management

Recommendation: adopt a wide range of basic cyber hygiene practices, such as zero-trust principles,
software updates, device configuration, network segmentation, identity and access management

13 RSA




Controls ISO CIS

5. Organizational Controls

5.1 Infarmation Security Palicy

5.2 InfoSec roles & responsibilite

5.3 Seqgreqation of Duties

5.4 Management Rezponsibilitie =

5.5 Contact with Autharities

5.6 Contact w Special interest groups
5.7 Threat inteligence

B 8lnfoSec in Project Management
5. 9lrventory of information & assets
50 Acceptable usze of infarmation &
SN Return of assets

5,12 Class=ific ation of Information

5.3 Labeling of infarmation

5.1 Infarmation Transter

515 Access Control

5,76 Identity Management

57 Authentication Information

5.8 Access Rights

5. 13 InfoSec in Supplier relationship
5. 20InfoSec in Supplier agreements
5.21Manage Information in the ICT supply
chain

5.22 Change Management of Supplier
5.23 InfaSec far Cloud Services

5. 24 Security Incident Management
5 25 InfoSec event assessment &
5.26 Rezponze to InfoSec Events
5.27 Learning from InfaSec events

5.28 Callection of Evidence

5. 29 InfoSec during disruption

5.30ICT readiness for Busines s Continuity
5.3 legal, statutory, contractual
requirements

5.32 Intellectual property rights

5.33 Protection of Becords

5.2 Pll Protection

5. 35 Independent review of InfoSec
5.36 InfoSec compliance with palicy
5.37 Documented operating procedures

6. People Control
6.1 5Sereening
E.2 TELC:= of employment
B.3 InfoSec Training
6.4 Disciplinary process
E.5 Reponsibility after termination

6.6 Mondisclosure agreements
E.7 Remate 'work

E.8 InfoSec event reparting

B. Technological Control

8.1User Endpoint Devices

8.2 Privileges Access Fights

8.3 Information Access restriction
8.4 Accessto secure code

8.5 Secure Authentication

8.6 Capacity Management

8.7 Protection against Malw are

5.8 Mamt of technical

7. Physical Control 8.3 Configuration Mgmt

T.1phyzical zecurity perimeter
T.2 physical entry

7.3 =ecuring offices rooms etc
T.4 physical security monitar

T.5 protect against physical threat
T.BEworkin secure area

T.7 clear desk and screen

T.8 equipment protection

T.9 Security of aszets off premize
7.0 storage media

7.1 supporting utilities

T.12 cabling security

T.13 equipment maintenance
T.14 secure dispozal or reuse of

8. 10 Infarmation deletion

8.1 Data Masking

8.12 Data Leakage Protection
8.13 Infarmation Backup

5.14 redeundancy of Infa

8.15 logaing

8. 16 Monitoring Activity

5.17 Clock Sunchronization
8.18 Use of Privilz ge utility
8.13 Installation of Softw are

8. 20 Mework Security

8. 21 Security of netwark Services

8.22 Seqgreqation of netwarks
8.23 web Filkering

8.2d Use of cryptoagraphy

8.25 Secure development

8. 26 Application Security

8.27 Secure system Architecture
&Eng

8.28 Secure Coding

8.29 Security testing of

8.30 outsourced development
8.3 Separate Dey, Test, ad
Production

8.32 Change Management

8.33 Test Information

8.3d Pratection of Info Sus during
audit

CIS Controls Version B

Imwentrary and control of aszets

Imventory and control of Softw are assets

Oats Protection

Secure Configuration of assets & softw are

Account Management

Access Contral Management

Yulnerability Management

Audit Log Management

Email and Browser protections

Malw are Defenszses

Data Recowery

il = S | col | oof anf | af e | —

Metwork Infrastructure Management

—L
L

Metw ark Manitor & Defense

14

Security Awareness Training

1=

Sergice Provider Monitor

16

Application Security

17

Incident Responze Management

15

Penetration Testing

RSA
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RSA

Providing the most complete and secure Identity
Management platform today
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RSA Unified Identity Platform

iy i) i)

Workforce External Customer

Automated Identity Intelligence

o) ®

Authentication Access Governance &
Lifecycle

RSA Ecosystem

&
& &

On-Premises Hybrid Multi-Cloud

16 ©2024 RSA Security LLC or its affiliates. All rights reserved.

Mobile Lock Risk Al DS100

Security-First

Intelligent

Open




Segregation of Duties ISO 27002 control 5.3

] ©o
L i )
1SO27001 Topics Sankey -
—
Identity Management I # Active SoD Rules # In-Active Rules # Triggered Open Review Results +# Open Violations # Pending Revocations # Active Exceptions
3 0 1 6 1 2
Aooessourmarl
Privileged Access & o & o
Segregation of Dutie Rules Items Ranking Reviews triggered by User Access Rules
i #Open i # Pending Change i Review Name = | yp H i Creation
Search Fi Search Filter. Search Filter Search Filter Search Filter. Search Filter search Fi Search Filte Search Filter Search Filt search Filter.
15027001
SoD - Cannot apj . Howlett, James 4 0 1 . Violation review-1 User InProcess  2021-08-10 17:22:23.0 AveksaAdmir 10
Segregation of Duties.
SoD - General Le @) Howlett, James 2 1 1
Advanced Cross . Howlett, James ] Q o]
Threat inteligence:
o show all
InfoSec roles and respcns\billty|:|
1
Labeling of information
6 1 2

Rule Violation Details'V

i Entitlement Type 4 | i Entitlement Name 4 | i Entitlement

Search Filter. Search Fllter. Search Filter Search Filter Search Filter Search Filter. Search Fllter. Search Filter

k-1 Rule Name - SoD - General Ledger (2)

SoD - General Led Active McCoy, Hank No Department Roles global-role Development Facilities 2021-08-18 13:55:41.0
SoD - General Led Active Marko, Cain No Microsoft Dynamics (G ent General Ledger : Debit 2021-08-17 13:18:43.0
17 ©2024 RSA Security LLC or its affiliates. All rights reserved.



ldentity Management: ISO 27002 control 5.16 access reviews

Users - Requists -

Violations - 3
Review Speoﬁ( Instructions go here. Thanks for evaluating RSA identity Governance and Lifecycie!

® Maintain Co

Maintain with Expiration

Exceptional Access- 0

Expiring Soon-0

ntitiement Name

4 Previously Revoked - 34 ® Revoke
Add Comment
& Critical Application Access- 16 ® Share Active Directory - Prymida Domain All Employees A
Reassign A maamum of 1500 characters can be entered
# Privileged Application Access- 21 ® Reset State ALTIVE ¢ Y ymida Domain ertificate S - M #‘
General A Directory » Domain 2 able Doma > A
@ Never Reviewed - 23 ® Anderson, johr Active Directory - Prymida Domain Domain Users 4
gerso Trve eCtory - Prymida Domain EFS_Employees
A Uncommon Access- 21 ® - 4
Bass, Dawd Active Directory - Prymida Domain All Employees
A Common Access- 73 ® A
Bass, David Active Directory - Prymida Domain Certificate Service DCOM "(j
Recently Approved- 0 ®
Bass, David Active Directory - Prymida Domain Cloneable Domain Controlles
Unchanged ltems- 29 D) = o - at ~ g - R ~ "
Bd ovd A ve Dire y - Prymida Domain Jomain or
Pending Revoke -0 ® Bass, Davia Active Directory - Prymica Domain £FS_Employees




Reporting Is Key

Timestamp ~

Mar 21,2024
02:00 PMCET

Mar 21,2024
02:00PMCET

Mar 21,2024
02:00 PMCET

Mar 21,2024
02:00PMCET

Mar 21,2024
OL39PMCET

Mar 21,2024
OL59PMCET

Mar 21, 2024
OL57PMCET

Mar 21,2024
OL57PMCET

19 ©2024 RSA Security LLC or its affiliates. All rights reserved.

User D w

hans.maier@co
mpany.local

hans.maler@co
mpany.local

hans.maier@co
mpany.local

hans.maier@co
mpany.local

hans.maier@co
mpany.local

hans.maier@co
mpany.local

hans.maier@co
mpany.local

hans.maier@co
mpany.local

Event Code w

20304

20301

20704

25001

20302

340

20301

25001

Description w

Multifactor
authentication complete -
policy allowed access
without additional
authentication.

Multifactor
authentication initiated.

Access allowed - Policy
authentication conditions
allow access without any
additional authentication.

Evaluated identity
confidence.

Multifactor

authentication succeeded.

FIDO authentication
succeeded.

Multifactor
authentication initiated.

Evaluated identity
confidence.

Application w Assurance Level
v

ADP-high

ADP-high

ADP-high

Generic SAML
2 Direct

Generic SAML Medium
2 Direct

Generic SAML
2 Direct

Generic SAML
2 Direct

Method w

FIDO

Authentication Details

Policy Name: High; attempt_id: e897
703c...

Policy Name: High; attempt_id: e&97
703c...

{POLICY=High, DECIDING_RULE_S
ET=financial, MATCHED_AUTHZ R
ULE={virtual Groups SET_CONTAIN
S_ALL [finance]), MATCHED_AUTH
N_RULE=(identityConfidence EQUA
L[1000.00}

Event ID=e897703c-160a-4f33-80

04-cb26cedad2fd, Confidence=0.70
¢, Confidence Threshold=0.35, Devi
ce Confidence=0.686, Behavior Con
fidence=0.512, Location Confidence
=0.682

Policy Name: medium; attempt_id: 5
5396b89...

RP_ID: setryenv3%.auth-demao.secur
id.com; UserVerified; Authenticator
Type: D5_100

Paolicy Name: medium: attempt_id: 5
5396b389...

Event |D=55396b89-af4c-4249-b7

19-f5fbc82d388e, Confidence=0.72
2, Confidence Threshold=0.35, Devi
ce Confidence=0.873, Behavior Con

fidenca=N 581 | aration Confidanca

RSA



ldentity Management ISO 27002 control, 8.3, 5.15 process creation

Ability to create workflows for automated provisioning

General Settings Capabilities

Logn
Login

Accoumt
Create an Account
Delete an Account
Reset an Account Password
Add Acc G
Remove Account from Group
Enable an Account
Disable an Account
Update an Account
AZg Application Role to Account
Remove Applcanon Role from Account
Agd Entitiement to Account

roup

Remove Entiiement from Account
Lock an Account

Ui n Account
) Add User Lcense
Grovd

Create 3 Group
Delete 2 Group
Update 3 Group
Agd Enttlement to & Group
Remove Entit

Add App
Remove App
Agd a Group G

Create an Enrolim4

Command Input P3
Parameter Name
Email
CustomEmad
CooeSendTo
CodeValidry
ValigtyTimeDurationUng

+ A0d More
Command Code

Generate G
SessionToken

Path* rect
Encode Path

Method*:  POSY

kflow: Default AFX Fulfillment

RGOS Hicacers

Name

Enroiiment
3 Create 30 Envoiment Code

Content.Type

00=0

Start Caiclilate AFX N\
termd To | Fulfiliment

Raset
Password

Requer

et




ldentity Assurance: ldentity Analytics — Machine Learning

Planning View: Risk Engine Insights

Identity Confidence Analytics i

The display includes identity confidence information for all multifactor authentication attempts. The count includes attempts made when users performed multifactor authentication and when
users satisfied conditions that allowed them to skip multifactor authentication.

We want your feedback! Tell us what you think of this page.

Filter by: User Email in last 30 v days

Multifactor Authentication Attempts Count Attempts Based on Identity Confidence

B | ow Identity Confidence

I |dentity Confidence in Access Policies [l \dentity Confidence Mot in Access Policies

I High ldentity Confidence

Reasons for Low Identity Confidence
I Echavior
I Device
I | ccation
I Echavior and Device

\ I Echavior and Location

I Lccation and Device

\ I Echavior and Device and Location

I rdetermined

Which risks are the most common? Who,
when and where?

What should you do about it?

Help Desk View: Identity Confidence Scores

{"additionalText":"ScoreResponse{event|D="d080b011-
T783f-4258-a217-ee699ac2b2a3,
confidence=0.31936465014997906,
confidenceThreshold=0.37,
deviceConfidence=0.5225431244303498,
behaviorConfidence=0.5598585113381038,
locationConfidence=0.18704942690152193}"}

21 ©2024 RSA Security LLC or its affiliates. All rights reserved.

Why was additional authentication carried out?

RSA




Increase decision speed and quality

* Through data analysis and visualization

* The right kind of visualization aids rapid understanding of a situation

Review Result: Semi-Annual Review-3

* Decreased decision time increases productivity ==«

OVERVIEW GENERAL CHANGE ACTIVITY REVIEW RUNS  ESCALATIONS

— Requestors

b ey, ® Before Previous é ‘:g 2 100 ’ fiod §
2 ¥ @ Current : D - & ®#Revokes
= 7 Previous 8 = E w0 . 40 F
E 51 2 o E 20 200 g
- rovers P 11111 BBk |
&
18 & & . &
< & ¢ &
1 ﬁib &
o
10 30 50 7.0 0150 17.0 19.0 21.0 230 25.0
start

- Review & Asset Owners

ser 1D ssigns# : Graph
meroys oy,
— R d 1 t cariC .
emealators
KayserP ayser, Pittsburgh 892

— Ad m i n istrato rS Lightfie  Lightfield, Phvilvs 756 -
®cu v
® Prev Review

* No hunting for information

* Increased accuracy decreases risk and avoids corrective actions

22 ©2024 RSA Security LLC or its affiliates. All rights reserved. R SA
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Scan QR Code to Get

Your Copy
Find us at Booth L2 with
& our Distributor Infinigate

> / | '
a & Infinigate
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