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NIS2: Addressing the Identity 
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Identity Security 
Landscape

https://www.google.com/search?q=spaceballs+password&rlz=1C1GCEU_enSE1043SE1043&oq=&gs_lcrp=EgZjaHJvbWUqCQgAECMYJxjqAjIJCAAQIxgnGOoCMgkIARAjGCcY6gIyCQgCECMYJxjqAjIJCAMQIxgnGOoCMgkIBBAjGCcY6gIyCQgFECMYJxjqAjIJCAYQIxgnGOoCMgkIBxAjGCcY6gLSAQkyOTgzajBqMTWoAgiwAgE&sourceid=chrome&ie=UTF-8#fpstate=ive&vld=cid:5b2871f0,vid:_JNGI1dI-e8,st:0
https://www.google.com/search?q=spaceballs+password&rlz=1C1GCEU_enSE1043SE1043&oq=&gs_lcrp=EgZjaHJvbWUqCQgAECMYJxjqAjIJCAAQIxgnGOoCMgkIARAjGCcY6gIyCQgCECMYJxjqAjIJCAMQIxgnGOoCMgkIBBAjGCcY6gIyCQgFECMYJxjqAjIJCAYQIxgnGOoCMgkIBxAjGCcY6gLSAQkyOTgzajBqMTWoAgiwAgE&sourceid=chrome&ie=UTF-8#fpstate=ive&vld=cid:5b2871f0,vid:_JNGI1dI-e8,st:0
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Most Cyber Secure

▪ Denmark 75

▪ Sweden     74

▪ Norway      73

▪ Finland      71

https://www.comparitech.com/blog/vpn-privacy/cybersecurity-by-country/ 

https://www.comparitech.com/blog/vpn-privacy/cybersecurity-by-country/


4 ©2024 RSA Security LLC or its affiliates. All rights reserved.4 ©2024 RSA Security LLC or its affiliates. All rights reserved.

▪ DDOS 41%

▪ RANSOMWARE 25%

▪ Social Engineering 

− AI tools for cyber criminals: 

Threat actors used tools such as 

FraudGPT and large language 

models to co-author scam emails

ENISA Threat Landscape 2024 Incident types

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2024
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IBM Ponemon Cost of a data breach 2024
Initial Attack Vector
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▪ According to 2024 Cost of a Data Breach Report 
Average is $4.89M

− Nearly 10% increase

− Could be as high as $10M
− Source:2024 Cost of a Data Breach https://www.ibm.com/reports/data-breach

Cost of a Data Breach ‘24

▪ There are factors that reduce costs of data 
breaches

▪ There are factors that increase costs too
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NIS2: Impact on 
Identity Security
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NIS2  Overview
Achieve a high common level of cybersecurity across the European 

Union, with a view to improving the functioning of the internal market. 

Adoption 17 October 2024

Member states must provide Strategy in January 2025.

Components are

• Single Points of Contacts / Cybersecurity Incident Response teams

• Expanded Entities

• Reporting Incidents

• Supervisory and Enforcement
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▪ NIS2 directive triggers EU member state regulation

▪ Finnish Transportation and Communication

− OCT10 

• Suomen kyberturvallisuusstrategia 2024–2035

− OCT17 transposition not completed according to EU NIS2 

website

− OCT28 Transposition completed

• 2016 document

Finnish SPoC:

https://julkaisut.valtioneuvosto.fi/handle/10024/165860
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NIS vs NIS2 Applicable Entities

Energy Health Services

Transportation Drinking Water

Banking Digital Service Provider

Financial Market infrastructure Digital Infrastructure

ICT Service Management Food

Public Electronic Communication

Network or Services

Manufacturing

Public Administration

Postal & Courier

Chemical

Space

Waste Management

Waste Water

Research

NIS & NIS2 Entities NIS2 Entities

NIS2 Essential Entities

Annex1 

NIS2 Important Entities

Annex2
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ENISA Threat Landscape 2024 Targeted Sectors 

Top 3 are:

1. Public Administration 19%

2. Transportation 11%

3. Banking 9%

All the areas align with NIS2
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▪ Awareness of significant incident: 

− Report to Competent Authority or SPOC

− 24 hours incident suspected of being a 
malicious act, unlawful or has cross border 
impacts

− 72 hours update including

• Initial assessment includes severity, 
impact, indicators of compromise, 

− CSIRT or Competent Authority can request 
updates

− Final report 1 month after 72 hour 

• Detailed description including  severity, 
impact, 

• Type of threat or root cause

• Cross border impact

NIS2 Section 23: Reporting
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NIS2 Section 21: Risk Management Measures

▪ 17 October 2024, the Commission shall adopt 
implementing acts

▪ Policy on Risk analysis and Information Systems

▪ Incident handling

▪ Business Continuity

▪ Supply Chain Security

▪ Security in Network and Information systems 
acquisition, development, maintenance, vulnerability 
handling

▪ Assessing effectiveness of processes and procedures

▪ Basic cyber hygiene and training

▪ Use of cryptography

▪ Use of multi-factor authentication or continuous 
authentication solutions, secured voice, video and text 
communications and secured emergency 
communication systems within the entity

▪ Human resources security, access control policies and 
asset management

Recommendation: adopt a wide range of basic cyber hygiene practices, such as zero-trust principles, 

software updates, device configuration, network segmentation, identity and access management
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Controls ISO CIS



15 ©2024 RSA Security LLC or its affiliates. All rights reserved.15 ©2024 RSA Security LLC or its affiliates. All rights reserved.©2024 RSA Security LLC or its affiliates. All rights reserved.

Providing the most complete and secure Identity 
Management platform today
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RSA Unified Identity Platform

Security-First

Intelligent

Open
On-Premises

Workforce External Customer

Hybrid Multi-Cloud

Automated Identity Intelligence

Governance & 

Lifecycle
AccessAuthentication

RSA Ecosystem
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Segregation of Duties ISO 27002 control 5.3

▪ The principle involves breaking down key 
tasks into subtasks and assigning them to 
different people. 

▪ This creates a system of checks and 
balances that can reduce the risk of errors 
or fraud

▪ Violations of this policy need to be brough 
to light and addressed or if 
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Identity Management: ISO 27002 control 5.16 access reviews
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Reporting is Key
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A b i l i t y  t o  c r e a t e  w o r k f l o w s  f o r  a u t o m a t e d  p r o v i s i o n i n g  

Identity Management  ISO 27002 control, 8.3, 5.15 process creation
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Identity Assurance: Identity Analytics – Machine Learning

Planning View: Risk Engine Insights

Help Desk View: Identity Confidence Scores

• Which risks are the most common? Who, 

when and where?

• What should you do about it?

• Why was additional authentication carried out?



22 ©2024 RSA Security LLC or its affiliates. All rights reserved.22 ©2024 RSA Security LLC or its affiliates. All rights reserved.

Increase decision speed and quality
• Through data analysis and visualization

• The right kind of visualization aids rapid understanding of a situation

• Decreased decision time increases productivity 

− Requestors

− Approvers

− Review & Asset Owners

− Remediators

− Administrators

• No hunting for information

• Increased accuracy decreases risk and avoids corrective actions
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Questions?

Technical Questions:

Amos Green

amos.green@RSA.com 

Sales Enquiries:

Jimmy Hartley

Jimmy.hartley@RSA.com 

Partner Enquiries:

Fredrik Lundberg

Fredrik.Lundberg@RSA.com 

Find us at Booth L2 with 

our Distributor Infinigate

Buyer’s Guide for 

CISOs: Achieving 

NIS2 Compliance.

Scan QR Code to Get 

Your Copy
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